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1. Introduction

This standard describes the minimum requirements for cellular network modems to be used for metering
purposes.

2. Supporting clauses
2.1 Scope

2.1.1 Purpose

This document sets out the requirements for standalone cellular network modems for remote metering within
Eskom.

2.1.2 Applicability
This document shall apply throughout Eskom Holdings Limited Divisions.
2.2 Normative/informative references

Parties using this document shall apply the most recent edition of the documents listed in the following
paragraphs.

2.2.1 Normative

[1] ISO 9001, Quality Management Systems.

[2] 3GPP TS 51.010-1, Mobile station (MS) conformance specification — part 1

[3] ETSI EN 301 511, Harmonized standard for mobile stations in the GSM 900 and GSM 1800 bands
covering essential requirements under article 3.2 of the R&TTE directive (1999/5/EC)

[4] GCF-CC, Global Certification Forum — certification criteria

[5] ETS_I EN 301 489-1 & 7, Electromagnetic compatibility (EMC) standard for radio equipment and
services

[6] IEC 60529, Specification for degrees of protection provided by enclosures (IP code)

[7] EN 55022, Information technology equipment: Radio disturbance characteristics

[8] SANS 60950-1, Information technology equipment safety

[9] SANS 61000-4-5, Electromagnetic compatibility (EMC): Testing and measurement techniques —

Surge immunity test
2.2.2 Informative

[10] 32-9, Definition of Eskom Documents
[11] 32-644, Eskom Documentation Management Standard
[12] 240-75670959, Operating Manual of the Steering Committee of Technologies (SCOT)
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2.3 Definitions
2.3.1 General
Definition Description

Antenna Gain

The power gain of an antenna normally expressed in decibel (dB).

GSM/GPRS modem

A device capable of transferring data via the Global Systems for Mobile
Communications (GSM) and General Packet Radio Service (GPRS) network.

Hayes command set
(AT commands)

A group of commands, issued from a computer that allows control of the
modem whilst in terminal mode.

Mini-SIM A SIM card sized 25x15x0.76 mm

MV90 The software package used as the Data Acquisition System (DAS), which was
developed by Itron of the USA.

SIM card A Subscriber Identity Module (SIM) card is a smart card capable of storing

information.

2.3.2 Disclosure classification

Controlled disclosure: controlled disclosure to external parties (either enforced by law, or discretionary).

2.4 Abbreviations

Abbreviation

Description

APN Access Point Name

CE Conformité Européenne (European health and safety product label)
CSD Circuit Switched Data

DAS Data Acquisition System

ETSI European Telecommunications Standard Institute

GPRS General Packet Radio Service

GSM Global Systems for Mobile Communications

ICASA Independent Communications Authority of South Africa
IEC International Electro-technical Commission

IED Intelligent Electronic Device

IP Internet Protocol

LED Light-emitting Diode

MSISDN Mobile Station International Subscriber Directory Number
N/A not applicable

PSD Packet Switched Data

PTM&C Protection, Telecomms, Metering & Control

RF Radio Frequency

SCOT Steering Committee of Technologies
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Abbreviation Description

SIM Subscriber Identity Module

SMA Sub-miniature version A connector

SMS Short Messaging Service

SSL Secure Socket Layer

TCP/IP Transmission Control Protocol/Internet Protocol suite

WAN Wide-area network

2.5 Roles and responsibilities

The requirements stated in this document shall be used for issuing and evaluating tenders for metering
modems.

2.6 Process for monitoring
The Metering and Measurements Study Committee shall ensure that this document is implemented.
2.7 Related/supporting documents

N/A

3. Requirements

The modems are to be used in conjunction with the DAS (MV90) system and will be deployed at remote
metering sites. The modem shall therefore be suitable for the remote retrieval of data from the meters
through to the MV90 system using cellular data communications. It shall also meet the following minimum
requirements:

3.1 Transceiver

3.1.1 GSM module

The GSM module shall be CE approved and shall comply with the following approval standards:

a) [2] 3GPP TS 51.010-1 — Mobile station conformance specification.

b) [3] ETSI EN 301 511 — Harmonized standard for MS in the 900 and 1 800 GSM bands.

c) [4] GCF-CC — Global Certification Forum — Certification Criteria.

d) [5] ET ETSI EN 301 489-1 & 7 — Electromagnetic compatibility for radio equipment and services.
e) [8] SANS 60950-1 - Information technology equipment safety

3.1.2 Modems

Modems shall:

a) Be type approved by the Independent Communications Authority of South Africa (ICASA) for use in
South Africa as well as network approved by all South African network service providers.

b) As a minimum, be 3G capable with a fall back option to GPRS.

C) At least support GPRS multi-class 10.

d) Be a GPRS Class B device.

e) As a minimum, be dual band for use in the 900 MHz and 1 800 MHz frequency bands.

ESKOM COPYRIGHT PROTECTED

When downloaded from the WEB, this document is uncontrolled and the responsibility rests with the user
to ensure it is in line with the authorized version on the WEB.



Document Classification: Controlled Disclosure

SPECIFICATION FOR GSM/GPRS MODEMS FOR Unique Identifier: 240-61266818
REMOTE METERING

Revision: 4

Page: 7 of 13

f)
3.2

3.2.1

3.2.2

3.2.3

3.24
3.25
3.3

3.3.1

b)

c)

3.3.2
a)
b)

3.4

34.1
3.4.2

3.4.3

3.4.4

3.4.5

3.4.6

3.4.7

3.5

3.5.1
3.5.2

Preferably be Hayes compatible.

Network Communications

The modem shall act as a server and expose a pre-configured IP port on its WAN link that
transparently connects the DAS (MV90) to the meter.

The modem shall also be able to act as a client to enable connections initiated from an IED
connected to the modem.

The modem shall support the Transmission Control Protocol/Internet Protocol suite (TCP/IP). The
supplier shall specify how this is configurable.

The modem shall support both even and non-parity types for serial communications.

The modem shall support hardware and software flow control.

Network Settings

The modem shall be able to be configured with the following minimum set of parameters to enable it
to automatically connect to a private Access Point Name (APN):

The name of the APN
A username and password

A default allocated port number for access via the MV90 system. This port number shall be
user-configurable

In addition, the modem shall offer the following minimum set of parameters for client mode:
Destination IP address

Destination port number

Identity Modules

Both Chip SIM modems as well as modems that make use of a removable SIM card are acceptable.

For Chip SIM modems, preference shall be given to devices that allow for more than one service
provider in order to avoid the devices being network-locked to a single network.

It is preferred that modems with a removable SIM have an externally accessible push-push mini-
SIM card slot.

Where a modem has dual SIM capability, the supplier shall state the functionality of the modem
w.r.t. the dual SIM operation.

Dual SIM capable modems shall be able to automatically select a service provider network when in
client mode and when in server mode, the switching shall be selectable both locally and remotely.

The modem shall offer a mechanism to ensure that the standby SIM for dual SIM modems is not
deactivated by the network due to inactivity. The supplier shall state how this is achieved.

The modem shall offer a mechanism to avoid network flapping whereby the modem jumps between
networks. The supplier shall state how this is achieved.
Firmware

The modem'’s firmware shall be stored in non—volatile flash memory.

The modem’s firmware shall be remotely upgradeable via the cellular network by Eskom field staff
and/or the supplier. The supplier shall provide Eskom with the necessary information and software
to do so.
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3.5.3

354

3.5.5

3.6

3.6.1

3.6.2

3.6.3

3.7

3.7.1

The supplier shall provide a detailed firmware revision history every time a new release is made.
Any modifications and enhancements shall be clearly specified and the impact thereof explained.

Any firmware fault (bugs) fixes shall be supplied to Eskom free of charge. Any bugs discovered in a
firmware version used by Eskom, by either the supplier, or other customers, shall inmediately be
brought to Eskom’s attention.

The suppliers shall specify how version control of firmware will be handled over a period of at least
10 years.

User Indication

All physical status indications shall be clearly visible on the front of the cellular modem. A
combination of indicators can be used for any of the indications provided, but it shall also be
unambiguous and easily identifiable. Light-emitting Diode (LED) indication is preferred.

The following status indications are a minimum requirement:

a) Indication of the various cellular network mode statuses; example distinguishing between
PSD & CSD.

b) Indication of when cellular communication is established.

c) Data transmit indication.

d) Data receive indication.

The supplier shall specify any other indications that are provided.
Diagnostics
The modem shall have a hardware and software watchdog timer. These timers shall perform their

own internal diagnostics that shall operate independently from each other and at least perform or
offer the following:

a) A cold restart if no communication has taken place in a 36 h period.
b) A cold restart if the modem loses cellular network authentication for more than 10 min.
C) The cold restart functionality if remotely activated, for example through an SMS.

It is preferred that the above time periods are the default periods and that these periods are configurable.

3.7.2

3.7.3

3.7.4

3.7.5

3.7.6

3.7.7

3.8

3.8.1

The Radio Frequency (RF) output circuitry shall be protected against inadvertent open or short
circuiting of the antenna or coaxial cable, and shall be of the self-restoring type.

The modem shall be able to remotely and through communicating via a computer or tool provide its
received cellular network signal strength indication. The supplier shall specify how this is done.

It is preferred that the modem be capable of reporting its serial number and firmware version both
remotely and through communicating via a computer or tool. The supplier shall specify how this
information is provided.

Modems shall offer Telnet as an IP configuration service as a minimum. Preference shall be given
to modems that offer an embedded web server for configuration and remote management.

It shall also be possible to remotely configure modems through SMS, terminal or any other software
that will be provided by the modem supplier free of charge.

The supplier shall provide details of any additional diagnostics features.
Modem Security

The modem shall preferably support the authentication and encryption of the network link using
Secure Socket Layer (SSL) or equivalent.
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3.8.2

3.8.3
3.9

3.9.1

3.9.2

3.9.3

394

3.10

3.10.1

3.10.2

3.10.3

3.10.4

3.11

3.11.1

3.11.2

3.11.3

3.11.4

3.12

3.12.1

The modem shall preferably support access control lists to only allow for connections to and from
selected users (MSISDN’s and IP’s).

The supplier shall state which other security features are supported and how it is implemented.

Power Supply

The modem shall have a power supply which shall be able to operate from 110 V ac and from a 230
V ac supply. Preference shall be given to modems that can also operate from an 110V and 220V dc
supply. The modem shall be able to operate with any deviation in voltage from these values to at
least £ 15% without affecting its performance negatively.

Internal power supplies are preferred, but where an external power supply is offered, it shall be DIN
rail mountable.

It is preferred that modems offer some type of power-down delay through a super-cap or similar, to
enable alarm reporting under a power failure.

The power supply shall at least comply with the following specifications

a) [8] SANS 60950-1 - Information technology equipment standard

b) [7] EN 55022 — Information technology equipment: Radio disturbance characteristics

c) [9] SANS 61000-4-5 — Electromagnetic compatibility (EMC) Part 4-5: Testing and
measurements techniques — Surge immunity test

Modem Enclosure

The modem enclosure shall be manufactured of a durable high-impact flame-retardant plastic or
metal extrusion or moulding.

The modem casing must have a minimum ingress protection rating of IP51 as specified in [5] IEC
60529. This means the enclosure must be dust-proof and be able to protect its contents from
dripping water.

Regarding physical dimensions, the supplier shall specify actual outer dimensions of the modem
enclosure. The dimensions shall not exceed height 180 mm x width 110 mm x depth 80 mm.

Modems shall be DIN-rail mountable or have a suitable mounting solution which will allow it to be
securely mounted onto a flat surface. The mounting method of modems inside meter panels shall
be such that visual indications are not obscured and all electrical connectors are easily accessible.
DIN-rail mountable modems are preferred.

Modem Markings

The modem’s manufacturing name, model type and year of manufacturing shall be clearly visible on
the front of the modem.

The serial number of the modem, which shall relate to the manufacturing name, year of
manufacture, model and its unique identification number, shall be displayed on the front of the
modem in the form of text and a barcode. The barcode shall be generated using the code 128
symbology.

All external connectors, test points, switches and status indications shall be clearly and indelibly
marked.

The network service provider name and the Chip SIM serial number of modems shall be clearly and
indelibly marked.

External Connections

Modems shall have a female SMA connector.
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3.12.2

3.12.3

3.12.4

3.12.5

3.12.6

3.12.7

3.12.8

3.12.9
3.12.10
3.12.11

3.13

3.13.1

4.
4.1

The RF connector shall have a non-reactive impedance of 50 Q.

The modem shall have an RS485 and additional RS232 serial communication data port, preferably
through an RJ12 or RJ45 connector. Preference shall also be given to modems that offer an
Ethernet (IP) communication port.

Modems shall offer a diagnostic port which could be a shared port with the RS232 or Ethernet data
port.

Any cables required for communications between the modem and Eskom approved meters shall be
supplied to Eskom on request.

The communication speed of the serial link shall be selectable from 2 400 bps to a maximum of at
least 57 600 bps.

Preference shall be given to modems that offer input terminals. The inputs shall be configurable to
send different alarms via SMS or email to the relevant recipients, e.g. door alarm.

Modems shall offer a potential free output contact which shall comply with the following ratings:

a) A power rating of at least 50VA

b) Switching voltage of 110V and 220V DC as well as 110V and 230V AC

c) A life expectancy of at least 10° operations

The supplier shall specify the connector to be used for programming, configuration and diagnostics.
The supplier shall provide full details of any additional connectors the modem may have.

The primary power connections for modems shall be done through screw terminals, which shall
have adequate insulating properties, mechanical strength and a secure mechanism to prevent
inadvertent disconnection. Terminals shall also be protected against accidental short-circuiting. The
protective earth terminal that forms part of the modem base shall be located adjacent to the power
supply screw terminals, and shall be electrically bonded to the accessible metal parts of the
modem. The clearances and creepage distances between any terminal of a circuit and earth shall
not be less than 3,0 mm and 3,2 mm respectively.

Environmental Operating Conditions

The equipment will be mounted in substations and pole-mounted enclosures where it will be
subjected to harsh environmental conditions. The equipment shall operate without malfunction and
shall meet all the required specifications within the following environmental limits:

a) Ambient temperature: -10 °C to +55 °C.
b) Electric field strength: up to 10 V/m.
Tests

Type Tests

The supplier shall indicate the level of type tests that have been performed on the equipment offered to
Eskom. All certificates and the type test results shall be in English and must be submitted as part of the offer.
Suppliers shall ensure that SANS Regulatory Compliance Certificates (RCC) are submitted together with the
original type test certificates for all type tests that are similar to what have been prescribed in this document,
where applicable. Eskom will evaluate the test information supplied and may elect to verify some of the test

results.

4.2

Functional Tests

As part of the product approval process, Eskom intends to perform functional tests on the product offered to
ensure compatibility with existing systems, as well as to verify the product's performance in Eskom’s
operating environment.
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5. Product Support

Eskom may require the supplier to offer technical after-sales support. The minimum level of service required
is described in the following paragraphs. However, the supplier shall provide full details about the level of
service that can be provided in each of the following categories:

5.1 Technical Support

Dedicated local expertise to support all modems or parts thereof offered by the supplier shall be available
telephonically as a minimum during office hours.

5.2 Training

Training shall be provided on request for Eskom staff to enable them to configure, install, maintain and
operate the product and related systems offered. The formal assessments of attendees shall be preferred.

6. Documentation

6.1 Drawings

The following types of drawings shall be supplied as part of the instruction manuals:

. Outline dimensions and mounting details of each item.

. Block schematics showing the functional components of the equipment.
) Functional diagrams showing the operation of the equipment.

. Component layout diagrams.

. Circuit and wiring diagrams.

. Details of the terminals and terminal connectors.

6.2 Instruction Manuals

All types of modems shall be supplied with instruction manuals that shall be detailed enough to enable
Eskom staff to install, maintain, test, configure and use each item of equipment. AT command sets should
also be included in the manual.

7. Authorization

This document has been seen and accepted by:

Name and surname Designation
P Moyo General Manager: Power Delivery Engineering
P Madiba Senior Manager: Electrical and C&l
A Pillay Senior Manager: PTM
M Viljoen Senior Manager: PEIC, Electrical and C&l
E Makwarela Middle Manager: Metering, DC and Security Technologies Manager (Acting)
L Malaza Middle Manager: Electrical Plant and COE
L Mothata Senior Manager: Transmission Grids
B Clayton Chief Engineer: Transmission
S Mkhabela Senior Manager: Distribution
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8. Revisions
Date Rev Compiler Remarks
Jan 2019 4 RR Brooks e Replaced MIM with Chip SIM
e Amended requirements under 3.3 on network
settings to include client mode
e  Added requirement 3.2.5. around flow control
e Replaced requirement 3.4.6. on SIM card
support with requirement around keeping the
standby SIM alive
e Added requirement 3.4.7 around network
flapping
e  Removed time requirements on firmware fixes
e  Added output requirements
Aug 2013 3 RR Brooks e Removed antenna requirements
e Added a requirement for Regulatory
compliance certificates
May 2012 2 RR Brooks e  Applicability changed to Transmission and
Distribution.
e Changed heading 4.2 to Network
Communications.
e Added point 4.4.3 on chip SIM suppliers.
e Added point 4.7.6 on embedded web server.
e Added section 4.8 on modem security
e Added point 4.9.2 on external power supplies.
e Added point 4.9.5 on power down delay
functionality.
e Added point 4.11.4 on markings of chip SIM
modems.
e Added point 4.12.3 on serial communication
ports.
e Added point 4.12.4 on diagnostic port.
Mar 2011 1 RR Brooks e Added paragraph 4.2 on serial applications.
e Added paragraph 4.3 on network settings.
e  Added point 4.4.2 on SIM less modems.
e Replaced old technical schedule with latest.
Feb 2009 0 RR Brooks New Document
9. Development team

The following people were involved in the development of this document:

. RR Brooks WCOU Dx
. HPD Groenewald Group Technology, PTM&C
o Z Gydien Group Technology, PTM&C

ESKOM COPYRIGHT PROTECTED

When downloaded from the WEB, this document is uncontrolled and the responsibility rests with the user
to ensure it is in line with the authorized version on the WEB.



Document Classification: Controlled Disclosure

SPECIFICATION FOR GSM/GPRS MODEMS FOR Unique Identifier: 240-61266818

REMOTE METERING L
Revision: 4

Page: 13 of 13

10. Acknowledgements

Not applicable.

ESKOM COPYRIGHT PROTECTED

When downloaded from the WEB, this document is uncontrolled and the responsibility rests with the user
to ensure it is in line with the authorized version on the WEB.



